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ABSTRACT 
 
 
 
Thumb drive is one of portable memory storage that widely used by people. It 
is popularly used because of the size. It is small in physical size, hence it easy to 
bring anywhere. Beside the usage of thumb drive bring benefits to the computer user, 
it also may be used to do crime or as a medium to do the crimes such as used to steal 
private and confidential data and spread the virus in targeted computer. Luckily, 
Windows operating system stores all the information of the thumb drive that had 
been connected to the machine. The information is stored in Windows Registry. 
Windows Registry in a Windows operating system act as a database of a machine 
that stores all the system configuration, hardware and software used in that computer, 
users of the computer, and information regarding the current user of the computer. 
Thus, the digital crime investigator and security analyst may identify the thumb drive 
that use to do the crime based on information available in the Windows Registry. 
This research examined on the type of thumb drive information stored in Windows 
Registry. A visualization technique was proposed which helps the investigator to 
search thumb drive information directly from Windows Explorer without using the 
Registry Editor tool to search the information. It may help them to cut the time of 
searching the information. Then, the user satisfaction on using the technique was 
measured by conducting a testing and evaluation session. Two security analysts were 
appointed to testing and evaluate the user’s satisfaction by answering questionnaire 
at the end of the session. The collected data from the technique and evaluation phase 
are then analyzed. As the result, the respondents satisfied with the technique by 
giving average score 3.9 for format element, 4.5 for ease of use, and 4.75 out of 5 
marks for both timeliness and satisfaction with the proposed technique speed. 
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ABSTRAK 
 
 
 
 Pemacu pena adalah satu daripada simpanan memori mudah bawa yang telah 
digunakan secara meluas oleh manusia. Ianya kerap digunakan kerana saiznya. yang 
kecil menyebabkan ia mudah untuk dibawa ke mana sahaja. Penggunaan pemacu 
pena memberi manfaat kepada pengguna, walaubagaimanapun, ia juga boleh 
digunakan untuk melakukan jenayah atau sebagai medium untuk menjalankan 
aktiviti jenayah seperti menjadi alat untuk mencuri data rahsia dan sulit, dan 
menyebarkan virus ke komputer sasaran. Mujurlah kerana sistem pengoperasian 
Windows dapat menyimpan semua maklumat mengenai pemacu pena yang pernah 
dihubungkan kepada sesebuah mesin di dalam Window Registry dimana ianya 
merupakan pangkalan data yang menyimpan semua konfigurasi sistem, perkakas dan 
perisian yang digunakan oleh komputer tersebut, pengguna komputer dan maklumat 
berkaitan pengguna terkini sesebuah komputer. Oleh itu, penyiasat jenayah digital 
dan penganalisa keselamatan komputer akan dapat mengenal pasti pemacu pena yang 
telah digunakan untuk melakukan jenayah tersebut berdasarkan maklumat yang 
tersedia di dalam Window Registry itu. Kajian ini dijalankan untuk mengenalpasti 
maklumat pemacu pena yang tersimpan dalam Window Registry. Kemudian, satu 
teknik visualisasi maklumat pemacu pena telah dicadangkan dimana teknik tersebut 
dapat membantu penyiasat sewaktu mencari maklumat tersebut terus dari Windows 
Explorer tanpa menggunakan perisian Registry Editor. Teknik ini juga 
memendekkan masa pencarian maklumat. Seterusnya, kadar kepuasan menggunakan 
teknik yang dicadangkan diukur dengan melantik dua orang penganalisa keselamatan 
komputer dengan menjawap satu set soalan berkaitan kepuasan mereka selepas 
menguji teknik tersebut. Hasilnya, kedua-dua responden berpuashati dengan teknik 
yang dicadangkan dengan memberi skor purata 3.9 untuk format yang digunakan, 4.5 
skor purata untuk mudah untuk digunakan, dan 4.75 skor purata daripada skor 5 
untuk masa dan kepantasan menggunakan teknik tersebut. 
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CHAPTER 1 
 
 
 
INTRODUCTION 
 
 
 
1.1 Overview 
 
 
 In this modern world, the usage of modern technologies plays huge role in our 
daily lives, both for work and play. Computers machine whether it is a personal 
computer, laptop or tablet, as a lifestyle nowadays. Most of Malaysians has at least 
one of it whether at their home for leisure and entertainment use or at their work place 
to do their job. Computers make our life easier. With the advancement of internet, the 
world arguably in our finger tips. We can find millions of information, doing online 
shopping, watching movies, playing music ant others through the internet.  
 
 
 Computer manufacturers competing with each other sell their best and latest 
technologies to the customers. The advancement of the computer technology gives 
variety of choices to the customer to choose whatever the specification that fit their 
needs and usage such as for gaming purpose, computer as workstation, just leisure 
usage and others. The important of computer in daily lives may lead the computer 
architecture design variety of computer accessories such as portable memory storage, 
audio output devices such as headphone and earphone, variety of printers and such. 
Portable memory storage such as external hard disc and thumb drives for example 
become the common devices that computer user has it. The device gives benefit to the 
users to bring only data or information that they need to anywhere without carrying 
the laptops. The amount of data stored in that portable memory depends on the size of 
the devices.  
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 The variety of data and information stored in a portable memory may lead to a 
computer crime. Webopedia (2013) define computer crime or cybercrime is where 
any crime in which computer-related technology is encountered. The physical size of 
portable memory especially thumb drives give benefit to the criminals also known as 
hackers to use it to steal confidential and private data from the victim. However, most 
of the computer user did not noticed that every time a new devices connected to a 
Windows based machine, the devices left their signature in Windows registry 
(Harlan, 2007). That information gives the cybercrime investigator lead to the digital 
evidences to identify the offenders. 
 
 
 
1.2 Problem Background 
 
 
 Thumb drive also known as pen drive or Universal Serial Bus (USB) drives as 
a storage devices that have same purposes with floppy disk or CD-ROM which are 
store data, back up data or transferring data from one devices to others. It is usually 
small in physical size and it a removable devices. Thumb drives using USB interface 
to connect the computer system. All the devices such as computer and tablets that 
have the USB interface can connect with thumb drives.  
 
 
 In forensic investigation, thumb drives can be used as digital evidences 
because it may contain or store various types of data and information that can lead to 
the criminals and the crime that they had done. The thumbs drives may be used to 
store the steal information, alteration of sensitive information, and also can be used to 
spreading computer viruses and worms. The information regarding thumb drives may 
help the forensic investigator as a lead to solve crime cases especially in digital crime 
cases (Bennie, 2005). 
 
 
A technique regarding on how the investigators to know what thumb drives 
had been connected to a machine can ease them to search for evidences will 
proposed. Currently, they have to search manually the information regarding the 
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thumb drives such as vendor Identity (ID), product ID, Revision and serial number 
for each device at the windows registry (Khawla, 2010). The proposed technique will 
visualize all those information related to the thumb drives that had been connected to 
the Windows operating system. 
 
 
 
1.3 Problem Statement 
 
 
 In forensic investigation, thumb drives can be used as digital evidences 
because it may contain or store various types of data and information that can lead to 
the criminals and the crime that they had done. The thumbs drives may be used to 
store the steal information and also can be used to spreading computer viruses and 
worms. Many crime cases had been solved by having the thumb drives as the digital 
evidence. Currently, the investigators have to search the thumb drives information in 
the windows registry. The information related to the thumb drives in the registry may 
scattered and they have to read all the entries in the registry to search to that 
information. It may take some times for searching the information.   
 
 
 
1.4 Project Aim 
 
 
 The aim of this project is to propose a technique to visualizing the information 
from windows registry regarding thumb drives that had been connected to computer 
machine. The user satisfaction on using the proposed technique will be measured at 
the end of this research work. In the meantime, this project can help the investigator 
to solve the digital crime by ease them finding such information that can be used as a 
lead to other digital evidences. 
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1.5 Project Objective 
 
 
 The objectives of this project have been identified in order to complete this 
research. There are: 
 
i. To study and identify information related to thumb drives from 
Windows registry 
ii. To design a visualization technique of thumb drive information. 
iii. To measure the correctness of the visualization technique and the user 
satisfaction of using visualization information of the thumb drive. 
 
 
 
1.6 Project Scope 
 
 
 In order to complete this project, a number of scopes have been identified and 
determined, which are: 
 
i. The technique is designed for visualization of thumb drive information 
from the windows registry. 
ii. The technique is for searching information related to thumb drives that 
have been connected to a machine. 
iii. The visualization of the thumb drives will be done on Windows based 
machine. 
 
 
 
1.7 Significance of Project 
 
 
 This project is prepared to produce a technique which can search and 
visualized thumb drives information in registry. Thus, this project is important to the 
digital crime investigators to identify the information regarding thumb drives that had 
been connected to a Windows based computer machine since that information can be 
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used to them as a lead to other possible digital evidences. They did not have to search 
that information from each hives and keys in registry because this project may ease 
them to find it by visualized the information of thumb drives. 
 
 
 
1.8 Project Organization 
 
 
 The organization of the project is illustrated as Figure 1.1 below. This project 
consists of six chapters. The chapters included in this project are introduction chapter, 
literature review chapter, research methodology chapter, design and implementation 
chapter, findings and discussion chapter and last but not least conclusion and future 
works chapter. 
 
 
 
 
Figure 1.1: Project Organization 
 
 
 Chapter 1 is the introduction has discussed about the background of the 
problem of this research. Introduction also includes the problem statement, purpose, 
scopes and objectives to be achieved. The next chapter is literature review. In 
literature review, the background information of the study is provided. Also detailed 
information of previous related works which reside on the same domain of this 
6 
 
research is discussed. Chapter 3 is research methodology. Research methodology will 
discussed phases and process of developing this research. Chapter 4, the design and 
implementation will highlight the development of the technique. Chapter 5 will 
discuss the obtain results for analysis and finally, chapter 6 will explain about future 
works recommendation and conclusion of this research. 
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